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So Why FWMD Data Feed? 

Why Businesses Choose First Watch Malicious 
Domains Data Feed?

Predictive threat intelligence is the only way to identify and block soon-to-become malicious domains at registration.

Key Industry Challenges

● Traditional threat feeds are reactive 
and identify harmful domains only 
after attacks have occurred, leaving 
organizations vulnerable during 
the initial stages. 

● Many threat feeds provide 
incomplete visibility into attack 
infrastructures, creating blind spots 
that increase an organization’s 
exposure to emerging threats.

● High false positive rates in 
traditional threat feeds burden 
SOCs with excessive noise, leading 
to alert fatigue and reduced 
operational efficiency.

Proactively detects phishing, 
malware, and C2 domains soon 
after registration, before 
activation.

Provides full visibility to 
eliminate attack infrastructure 
blind spots.

Boosts SOC efficiency by 
drastically cutting false 
positives and alert fatigue.

Minimizes the risk of 
overblocking legitimate 
services.
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FWMD Data Feed Key Benefits
Neutralize threats at registration to stay one step ahead of attackers and prevent potential breaches.

97%
Precision in detecting malicious 

domains at registration

< 3%
False positive rate 

guarantee

12x
More attack 

infrastructure detected

3 months
Faster detection

BENEFITS

● Near-zero MTTD – Catch threats before 
they become active.

● No alert fatigue – High-precision AI filters 
out noise from traditional feeds.

● No surprises – Predictable, flat-rate pricing 
ensures security budgets remain stable.

● Instant deployment – One-day integration, 
seamless fit into existing product data lake. 
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TRADITIONAL SOLUTIONS FIRST WATCH

Proactive identification at 
domain registration✔

Reactive detection after attacks 
begin❌

97% precision with near-zero 
false positivesHigh false positive rates

Predictable flat-rate pricingUsage-based pricing that 
scales with threats

White-label capability for MSSPsGeneric threat feeds

❌

❌

❌

✔

✔

✔



FWMD Data Feed Details
DATA POINT DESCRIPTION

Domain name Associated domain name

Reason Domain has just been added or discovered

Relevant dates Creation, expiration, update, and audit dates 
applicable to the domain

Name and WHOIS servers Name and WHOIS server/s hosting the domain

Registrar information Name and ID of the domain registrar

Registrant information Name, address, email, and contact details of the 
entity that registered the domain

Domain status Status of the domain assigned by its registrar or 
registry

Administrative, billing, and 
technical contact details

Name, address, and contact details of the person in 
charge of the domainʼs billing, technical, and 

administrative aspects

UPDATE TIME & DELIVERY FORMAT

● The daily update is ready for download at 
1200 UTC.

● Delivery format: CSV

DOWNLOADING FILES

● Downloading via HTTPS

● Downloading via FTP

● Downloading via FTPS
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DATA INTEGRATION

● Importing and indexing First Watch 
Malicious Domains Data Feed into MySQL

https://firstwatch.whoisxmlapi.com/specifications/datafeed-files
https://firstwatch.whoisxmlapi.com/specifications/datafeed-files
https://firstwatch.whoisxmlapi.com/specifications/datafeed-files
https://main.whoisxmlapi.com/blog/importing-and-indexing-first-watch-malicious-domains-data-feed-into-mysql


FWMD Data Feed Plans & Features

Starter

Coverage: newly registered 
domains without WHOIS records. 

No historical data. 

Delivery format: CSV

--

Starter features:

● Predictive Domain Classification
● Recursive Deep Learning Neural 

Network
● Download Access
● Past 24 Hours
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Pro

Coverage: newly registered 
domains with WHOIS records and 

365 days of historical data. 

Delivery format: CSV

--

Everything in Starter, plus:

● Infrastructure Details
● Past 365 Days
● Private Threat Intel Workshop 

Access

Enterprise

Coverage: newly registered 
domains with WHOIS records and 

all available historical data. 

Delivery format: CSV

--

Everything in Pro, plus:

● Unlimited deployments
● Enterprise SLA & Support Tea
● False-Positive Guarantee



FWMD Data CSV File Preview

You can explore more samples here.

FWMD data feed offers three types of subscription 
plans which have different data features.

The presented Enterprise sample provides access to 
the newly registered domains with WHOIS records and 
all available historical data. 

It includes the following output fields:

● reason
● domainName
● registrarName
● registrarIANAID
● whoisServer
● nameServers
● createdDateRaw
● updatedDateRaw
● expiresDateRaw
● createdDateParsed
● updatedDateParsed
● expiresDateParsed
● status
● registryDataRawText
● whoisRecordRawText
● auditUpdatedDate
● contactEmail
● registrant_rawText
● registrant_email

● registrant_name
● registrant_organization
● registrant_street1
● registrant_street2
● registrant_street3
● registrant_street4
● registrant_city
● registrant_state
● registrant_postalCode
● registrant_country
● registrant_fax
● registrant_faxExt
● registrant_telephone
● registrant_telephoneExt
● administrativeContact
● technicalContact
● billingContact
● zoneContact

6

https://firstwatch.whoisxmlapi.com/specifications/datafeed-files


www.whoisxmlapi.com
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